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Horizontal Model of Fabrication

Assembly & Test
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State Level Attacks
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NSA’s Tailored Access Operations
(TAO) Unit

Intercepted and tampered with
Cisco products

Installation of secret firmware to
monitor communications and siphon
data

Il

|
|

The Big Hack: Supermicro Motherboards
 Chinese spies implanted chip at subcontractor
facility

« Told the servers to communicate anonymous
computers on the internet that were loaded with
more complex code

* Preparing the server’'s operating system to accept
new code
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Side-channel Attacks
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1. Photon Emission
Analysis
2. Laser fault injection
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3. Optical Probing
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Electronic Inspection
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Imaging Arsenal S

Electrical and Computer Engineering Other Applications
| &)
Counterfeit ICs . .
IC RE Medicine
PCB RE Botanology
Physical Attacks Fessle
_ Multi scale imaging
Batterles_ Image processing Dentistry
IC Integrity and Failure analysis Geology
Reliability y

Physical Assurance

Material diffusion
Polymer mixes
Carbon fiber
composites

Porosity analysis
Crack growth
Failure analysis

Thermal barrier coatings
Mechanical Engineering Material Engineering
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Integrated Circuits (IC)

. * Destructive Approaches

—> + Non-Destructive Approaches

All Rights Reserved 12



Electronic IC Decomposition
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Primary Purpose IC Decomposition

v' Analyzing internal structure to extract netlist

v Extracting functionality or firmware

Hardware
Chip Level Decomposition -
ip
v' 5 Steps for complete chip decomposition
Imaging PCB
C - SEM/ Optical >
Depacakging Delayering Annotation
- Selective - Frontside ™ - Plasma/FIB etching # - Extract Layer

- Non-selective - Backside - Wet etching Information

= IEEE
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Firmware

FPGA

Bitstream

Software

Functionality
# - Extract netlist
- VHDL code

Extracted Standard Cells
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Auto Delayering Workflow FACS

Start at Delayering
User defined delayering position [=aScicias
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) FOV
and FOV is read.
* lon and electron presets are
. Choose Electron and
selected for delayering: lon Presets for

Delayering

Imaging stage position read:
« Zero tilt
Move Stage to

«  Below-the-lens BSE detector Imaging Position

Multiple imaging voltages and
detectors may be defined via e
oose Electron

presets. Imaging Presets for
. Imaging Position.
User-selected FOV, dwell time,

pixel density & number of
cycles.

Enter inputs for montage
imaging parameters & #
of Delayer Cycles
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FEM HV: 30.0 kV
“fiew field: 1.55 mm
SEM MAG: 714 x

WD: 14.73 mm
Det: BSE
Date(m/dly): 09/18/17
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IC Data Base FyCs

ICs

« 7/nm,10nm,
14nm, 28nm,
Etc.

« TSMC,
Samsung,
Qualcomm,
NXP,
SkHynix,
ETC.
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«  Probing: circumvent encryption by probing at signal wires to extract security sensitive information

Hole milled to expose
targeted wire for probing Probe
Wires two layers above

Wires one layer above

Probe inserted

Slope unavoidable due to
physical restriction

n-well

-substrate
p-s 20 um

Targeted wire carrying
sensitive information

Electrical Probing from frontside Probing from backside/frontside Nanoprobing

Circuit Edit: Permanent change in circuit connections

\spm

; i i i i FIB Deposition of
Backside vs Frontside Circuit Edit Tungston/Platinam for State-of-the-Art

All RightS ReSGr&@Qing Interconnects [EAG Labs] Sub 10-nm FIB [Zeiss] 18
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Optical Attacks/Inspection Methods Rescarchl s
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> Requires physical access to device dp'i;;'y /d'pIt ;
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H Photonic emission
Optical

Laser Reﬂ:cted beam Analyzer
Inspection/Analysis source etector
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Photon Emission Laser Electro-optical
Analysis Stimulation Analysis
v I |
Picosecond Circuit ' : ' l l
Analysis (PICA) Photoelectric Laser Thermal Laser Electro-optical Frequency Electro-optical Probing(EOP)
Stimulation (A<1.1um) Stimulation (A>1.1um) Mapping (EOFM) / Laser -Voltage I Laser Voltage Probing(LVP)
/ Imaging (LVI)
Laser Fault
Injection
| I ! I |
Seebeck Effect Soft I.Jefc?ct Resistive Optical Beam Thermally Induce
Imaging (SE) Localization Interconnect Induced Resistivity  Voltage Alteration
(SDL) Localization (RIL) Change (OBIRCH) (TIVA)
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Instruments for Optical Attacks/Inspection VR

> Laser stimulation microscope

> Photon emission microscope
> Integrated in microscope like PHEMOS-1000
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> Localizing and probing register expose all on-device protected assets

Key ¥ i > T '
Input 8 Bit e o B > Clock
Parallel i . : o s S |
et Poutput S T | > Flip-flop
Register e i Ci rid iy b
Clock } e N — Output Buffer
| : Stored value
Localizing Clock and logic gate with Localization and probing registers in 28 nm node technology with electro-optical
photonic emission analysis frequency mapping
Cronree Tk o @source: Rahman et al., HOST2020
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PCB Assurance

Extract Bill of

Material Analysis and Defect
ateria Recognition
' i i 1Cs . .
Image Modalities Image Processing  Machine Learning R Counterfeit
« Optical * Thresholding * Clustering . Components
°><—Fr)”a tomograph *Filtering Neural Network Capacitors *Missing / Replaced
'Therinal imag mP / *Morphology *SVM " Etc - Solder fault
“Etc she *Segmentation *Decision Trees Board layout » Contacts fault
| « Contouring «Etc. *CAD “Etc.
1 1 f *Netlist f
O o o o o
Image Acquisition Image Analysis Authentication
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Imaging Modalities for PCB Assurance IR

FLORIDA

Surface Level Imaging Volumetric Imaging

Penetrative Surface

Reflective Surface Imaging Imaging

Terahertz Imaging X ray Imaging

Patterned Light

[ Digital Optical ]
Microscope
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410 ray [IWYIED
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PCB Database

Boards Imaged: 34

Images Collected: ~100,000
Images Annotated: ~35000
Desired Number of Images: ~1M

Imaging Modalities
Digital Optical Microscope (Leica DVM6 FOV43.75)
DSLR Camera (Nikon D850)

Near IR (Nikon D850 IR-converted)
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Component Approx. Number of
Samples in Database

ICs 2,900
Capacitors 35,000
Resistors 31,500
Inductors 1,000
Transistors 1,200
Diodes 1,300
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Taxonomy of Physical Inspection/Probing =I5

Probing Attack
Contactless Probing Contact base Probing
| : |
Arm based probing Scanning Probe Microscope
[ |
: .ahi : ahi _ Al Scanning Microwave Impeda
\_ Optical probing [[ Thermal Probing || E-beam Probing nce Microscopy (sMIM)
Electro Optical Probin ”| EBIC/EBAC
EOP)/Laser Volt Scanning Capacitance Micros |,
-9 Pro)binagS?Ir_vg) o Lock-In Thermogr | | Electron-beam Sign gcopf/) (SCM)
—_— aphy (LIT) al Image Mapping ({1 L] Micro/Nano/Pico-
S OpiiIeE TR E ESIM) probing Scanning Nonlinear Dielectric
— Cy mapping (EOFM)/L . g
aser Voltage Imaging/( Thermally Induced : Microscopy (SNDM)
LVI) voltage Alteration (| | E-beam Device Pert : : :
TIVA) urbation (EDP) r— Scanning Spreading Resistanc .
Laser Logic State Imagin e Microscopy (SSRM)
> g (LLSI) _ _
Optical beam indu || E-beam Logic State
, LaserTimir&%';/lodule(LT ced resistance chan Imaging (ELSI)

Laser Time Probe (LTP) ge (OBIRCH) All Rights Reserved
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IEEE PAINE 2021 — November 30- December 2 &2

http://paine-conference.orq/
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Thank you!

Questions?

nasadi@ufl.edu
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Global Companies Rate Advantest THE BEST ATE Company 2020

Advantest receives highest ratings from customers in
annual VLSIresearch Customer Satisfaction Survey.

customer Satisfactiop

Advantest received an overall score of 9.5 out

. ] ) ] ) “Year-after-year the company has delivered on its promise
of 10, with highest ratings in categories of:

of technological excellence and it remains clear that Advantest
keeps their customers’ successes central to their strategy.

Technical Leadership _ Partnership _ Congratulations on celebrating 32 years of recognition
. . . . for outstanding customer satisfaction.”
Uptime — Commitment — Trust in Supplier —
Quality of Results — Product Performance — — Risto Puhakka, President VLSIresearch
Recommended Supplier



Technical Program Committee (TPC)

Ivor Barber Jeff Demmin Ira Feldman
Advanced Micro Devices Keysight Technologies Feldman Engineering
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Virtual Event Schedule

Join us for two online sessions

Wednesday  April 28, 2021 8:00-11:00 am PDT
Thursday April 29, 2021 8:00-11:00 am PDT

Your personal Zoom link is the same for both days.
Zoom will send you a reminder before the start of each session.




Saverio Fazzari
Booz Allen Hamilton

Supply Chain Challenges
for Defense Systems

@ MEPTEC

THE NEXT GENERATION

Speakers April 28

Sridhar Swamy & Akash Malhotra

Advanced Micro Devices

Securing Supply Chain

P

Nader Sehatbakhsh Michael Azarian
University of California University of Maryland
Los Angeles (UCLA)

Hardware and Hardware Trojans and
Supply Chain Security Counterfeit
in the era of Advanced Microelectronics:

Heterogenous Integration Detection and Diagnosis


https://enme.umd.edu/clark/faculty/506/Michael-Azarian
https://www.linkedin.com/in/saverio-fazzari-898102/
https://www.linkedin.com/in/sridhar-swamy-52b8822/
https://www.linkedin.com/in/akash-malhotra-793498/
https://www.linkedin.com/in/nadersb/

Speakers April 29

Matthew Areno Ajay Sattu Navid Asadi
Intel Amkor Technology, Inc. University of Florida
Identifying Supply Chain Threats — Automotive Semiconductor Unit Level Physical Assurance and Inspection of
An Honest Assessment Traceability Electronics

@ MEPTEC

THE NEXT GENERATION


https://www.linkedin.com/in/matthew-areno-81b8895/
https://www.linkedin.com/in/ajay-kumar-sattu-phd-mba-97566a11/
https://www.linkedin.com/in/navid-asadi-326ab732/

Reminders

Slides & Videos will be posted next week Please use the Q&A window for your questions

n u

http://events.meptec.org/ youtube.com/MEPTECpresents
supply-chain-security-
2021/
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Speakers April 29

Matthew Areno Ajay Sattu Navid Asadi
Intel Amkor Technology, Inc. University of Florida
Identifying Supply Chain Threats — Automotive Semiconductor Unit Level Physical Assurance and Inspection of
An Honest Assessment Traceability Electronics

@ MEPTEC

THE NEXT GENERATION


https://www.linkedin.com/in/matthew-areno-81b8895/
https://www.linkedin.com/in/ajay-kumar-sattu-phd-mba-97566a11/
https://www.linkedin.com/in/navid-asadi-326ab732/

Virtual Event Schedule

Join us for two online sessions

Wednesday  April 28, 2021 8:00-11:00 am PDT
Thursday April 29, 2021 8:00-11:00 am PDT

Your personal Zoom link is the same for both days.
Zoom will send you a reminder before the start of each session.
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Global Companies Rate Advantest THE BEST ATE Company 2020

Advantest receives highest ratings from customers in
annual VLSIresearch Customer Satisfaction Survey.

customer Satisfactiop

Advantest received an overall score of 9.5 out

. ] ) ] ) “Year-after-year the company has delivered on its promise
of 10, with highest ratings in categories of:

of technological excellence and it remains clear that Advantest
keeps their customers’ successes central to their strategy.

Technical Leadership _ Partnership _ Congratulations on celebrating 32 years of recognition
. . . . for outstanding customer satisfaction.”
Uptime — Commitment — Trust in Supplier —
Quality of Results — Product Performance — — Risto Puhakka, President VLSIresearch
Recommended Supplier
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